
LLogo ©
 W

.T.K
üstennm

acher

1



Agenda

Threats
Research
Best-Practice
Strategies
Challenges
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Problems with your backup?
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Threats

Drive and media failures
Malicious data modification
C fid ti ltConfidentialty
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Threats
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Threats
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Threats
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OceanStore

Replicas
Distribute data into k*n redundant fragments

Random allocation
Actively enforce redundancy
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Tangler

Entanglement of data
Partition a secret 
into k keys into k keys 
(Shamir 1979)

n recover secret
<n dispute accessp

Censorship-resistant

9



Best Practice

Methods
Disk Imaging
D t  D D li tiData De-Duplication

Products
Tape Technology
RAID / JBOD

Services
M i tMaintenance
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Bandlaufwerke
Vorteile

hohe Kapazität
lange Lebensdauer 
geringer Platzbedarf geringer Platzbedarf 
Medienkosten

Nachteile
U lt i flüUmwelteinflüsse
hohe Investition
Serielles Schreiben
Begrenzte Wiederverwendbarkeit
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Strategies forStrategies for
Long-time Durability

Standard File + Metadata Formats

Migration
Emulation
Encapsulation
Conversion at Runtime
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Information Life Cycle Information Life Cycle 
Management

Keep data for the right time on the right media
Classify data by value and importance

Store for how long?
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Keep a single 
version

Drop

13

l version



Home Use

Services
RAID 1
A  S3Amazon S3
Public Data

Sourceforge
Wikipedia

Software
DuplicityDuplicity
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Online Backup
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When things go wrong...

1. Have a plan
2. Stick to the plan
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Challenges

Data Lookup
Consistency
Test restore frequently
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Conclusions

„Electronic Archives are the Memory of the Information Society.“ 

Erkki Liikanen, EU-Kommissar für die Informationsgesellschaft, 2003

1. Setup online backups for networked sites
2. Test frequently
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Email: jens.oberender@joooo.de
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